MATH 470 Homework 2

1. Find all primeg for which the matrix{é ?} is invertible (modp).

This matrix has determinantet A = 7 — 15 = —8. To invert this modp we require that
gcd(det A, p) = 1. Obviously, gcd—8, p) = 2 if p = 2 so the matrix isn’t invertible(mod?2).
For any primep > 2, gcd 8, p) = 1 and so the matrix is invertible mod every odd prime.
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2. Alice and Bob agree to use a Hill cipher with the 3 encryption matrixM = |2 8
9 6

I

What should they use for the decryption matrix assuming thidyuse the normal 26 letter
alphabet without spaces?

16 19 23
The answer is simply/ —! and we compute thistobd/~' = | 5 1 5
12 1 10

3. Eve intercepts messages from Alice that are intendeddiotwo friends Bob and Ann:
ZIMXBZVZTHNGTTHXRXQXZYTFVIXTTYUKQFHU
ZIMMRLFLNHNGTTHXRXQXZYTFVIXTTYUKQFHU

Eve knows that Alice is using a Hill cipher and probably on#wéa small matrix. Alice also
has a tendency to start every message with the salutatian Xadg".....

It certainly seems that a very similar message was sent apsttiiffering only in (part of) the
initial part. Can you read the message and recover Alicg/8 ke

Can the block size be 2? If so, then "de" gets mapped to "ZJbih imessages (correct), but
"ar" gets mapped to "MX" in one and to "MM" in the other. If weliege that the message
starts with “dear” then this is impossible - the matrix cartake the same plaintext and provide
two different codetexts. How about blocksizel? Then "dear" gets mapped to "ZIJMX" in
one message but to "ZJMM" in the other - again impossible. Wearly don’'t have enough
information to do much if the blocksize was 5 or greater simeavould have to recover at least
25 elements - and there isn’t enough information to comeedi@shis. This leaves a blocksize
of N = 3totry. Inthis case "dea" goes to "ZJM" in both messages, twtthe next threesome
is different in each codetext as we expect since the pldimeéxan™ in one and "rbo" in the
other. We should also expect the next three letters in tHeciiext to be different since the 7th
letter in the plaintexts differ - one is "n", the other "b".offm then on we are into the message
and as we see the cipher texts are indeed the same. We shbene: bleat/V = 3.

What do we have? "dea® [3 4 0] goes into "ZIM"= [25 9 12]; "ran" = [17 0 13] goes into
"MRL" = [12 17 11]; and "rbo" =[17 1 14] goes into "XBZ" =[23 1 25]. If M is the key matrix
then we have? M = C whereP is the plaintext matrix and’ the codetext.

3 4 0 259 12
Here P= |17 0 13 C=1[12 17 11

17 1 14 23 1 25



We can invertP since detP = 107 and gcd107, 26) = 1. In fact,
13 10 0 3 16 10 3 9
P1=123 12 13| soM: =P 'C=|4 8 5|.HenceM~'1= 25 11 9
3 13 14 7T 29 4 1 20

Using this, we decrypt to get the messagedearbobtodoornottodothatisthequestion

Note here that a message that starts with a known greetiregysdangerous for certain types
of cipher - especially when the strong suspicion is that ttressee’s name follows. Just think
of a letter that went out to dozens of individuals startinghw/idear professor xxxxxxx” and
ending with “yours sincerely yyyyyyyy”. Quite a large blaske Hill cipher could be cracked
immediately with this information.

. You were given information that a small amount of knowringkxt was encrypted by a linear
feedback shift register cipher. Subtracting, you find thet 8everal bits of the key

101001110100111

Use this to try and determine the coefficients of the recarseguence,, ,,,, = Z;”:_Ol ChTntk
- wherezxy, ¢ are integers (mod 2) and hence break the cipher completely.

This is similar to the Hill cipher in terms of method of attackMe first try a recursion
scheme of length 2z,,.5 = coz,, + c1xn1. This givesl = z3 = 1l.cg + 0.c; = ¢o and
0 =224 =0.c0+1.c; =c¢;. Thuscy = 1 ande; = 0 so thatl’n_|_2 = z,. This would give
a sequence where every other term is the same, and this doktsheoe (and would be a bad
choice anyway since it would be easily recognisable).

If we try length 3 then we have the scheme;. s = cox,, + 1241 + c2xp1o. This gives
Tryg = 1.60 + O.Cl —+ 1.62 == 0, Iy = O.CO —+ 1.61 + O.CQ == O, Tg = 1.60 + O.Cl + O.CQ = 1.
Hencecy = 1, ¢c; = 0 andcy = 1 and so we would have,, s = z,, + ,+2. We check this
out and see it does indeed generate our sequence.

If the length is four, x,+4 = coxy, + C1Tp11 + CoTpyo + C3Tpas3. USiNgxs — xg gives
co+co=0,¢1 =1,c9+c3 =1, co+c3 = 1. This isnot uniquely solvable, having two
possible solutionscy =0, ¢y =1, co =0, cg =1andey =1, ¢c; =1, cg =1, c3 =0.
Either of these generate our given sequence. Note this idlgxhe behaviour we expect
in light of the theorem on page 48. The shortest recursionesszp is the one of length 3;
Tni+s3 = Ty +T,42 and all longer sequences generate a matrix with zero detanin{mod?2),

. Find the gcd of 5678 and 1785. (Do this one by hand and sHsiegls).

5678 = 3.1785 + 323

1785 =5.323 4170
323 =1.170 4 153
170 =1.153 + 17
153 =9.1740

Thusthegcda= 17. We havey; =3,¢2=5,¢93 = ¢4 = landsofromz,, = —q,_ 1T 1+Tpn_2
with zo =1, z; =0 we obtainz, =1, 3 = -5, x4 =6, x5 = —11, For they; sequencey, =0,



y1=1and soys =—3, y3 =16, y4 =—19, y5 =35, Hence(—11)5678 + (35)1785 = 17.

6. Find the gcd of 123456789 and 9876543gayr program should do all the work, but print
out each step).

This was a tease - no computer necessary here - a much eadilenrpthan either of the others:
987654321 = 8.123456789 + 9
123456789 = 13717421.9+0

Thus the gcd=9 .

Herexg = 1,21 = 0, 9 = 1; v =0,y1 =1,y = —q1 = —8; ThU5987654321(1> +
123456789(—8) = 9. (You weren't asked for this, but since it was so easy to.do.)

7. Calculatel := gcd(3579, 1357). Use the Extended Euclidean algorithm to find integeasid
y such thaB579z + 1357y = d. Showall the intermediate steps of the calculation.

Ty = 1 Yo = 0
1 =0 Yy = 1
3579 = 2.1357 4 865 Q=2 T =1 Yo = —2
865 = 1.492 4 373 g =1 Ty =2 Yys = —5
492 = 1.373 4+ 119 q =1 Ty = —3 ys =8
373 = 1.119+ 16 G =1 re = 11 Y = —29
119 = 71647 g =17 x7 = —80 yr = 211
16 = 2.7+2 qr =2 xg = 171 ys = —451
7= 32+1 s =3 T9 = —9593 Yo = 1564

2=1.40
Thus the gcd= 1, and (—593)3579 + (1564)1357 = 1 .



